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Texnuueckoe 3ajaHue Ha IPOBEACHUE aHaJ/IH3a PbIHKA

HanMmeHnoBaHue poekTa: BHeIpeHne aHTUBHPY C-PEIICHUS
Knacc UT-pemrenns: Antivirus solution
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1.00mue cBegeHus

1.1. HaumMeHoBaHHe CHCTEMBbI

AHTHBHpYC-PELICHHE

1.2. OcHoBanusi JJisi IpoBeAeHAs paboT

I[Tocranosnenue [Ipesunenta Pecy6muku Y36exucran ot 30 anpens 2025 roma Ne PQ-153
«O Mepax 110 JaIbHEHIIEMY YCUICHHIO NEATENBHOCTH 110 60ph0e ¢ MPeCTyIICHASIMH, CO-
BEPIIAEMBIMHU C HCIIOIb30BaHUEM HHOOPMAMOHHBIX TEXHOJIOTHIY

[Tonoxenue 3759 ot 21 suBaps 2026 roga O MUHIMAIBHBIX TPEOOBAHUAX 110 00ECIIEUCHHUIO
HH(QOPMAIMOHHOM 0e30IacHOCTH M KHOEepOE30IIaCHOCTH, a TaKKe NPEJOTBPAIICHHA CITy-
gaeB (Gpoja P OKA3aHUU JUCTAHI[MOHHBIX (DMHAHCOBBIX YCITYT (U3UYECKAM JIHIAM Kpe-
JUTHBEIMH OPTaHH3aIlUsIMHU, OTIEPATOPAMH ILIATEKHBIX CHCTEM

2. HasnadeHmne cucTEMbI H LIE€JIH NMpOBE€ACHHUSA pa60T

2.1. Ha3znadenme CHCTEMbI

IIpemocTasienne GyHKIMOHAIA aHTHBUPYC-PEMEHHs 1ist BCTpanBaHus SDK aHTHBHPYC pe-

menus B MoOmibHOe npuioxkerne AO HMIILL.

2.2. Ilesm mpoBenenusi padboT

e (ObecreueHne aHTHBUPYC-IIPOBEPOK B paMKax pabOThl MOOMJILHOIO MPUIIOKEHUSL
AO HMIII]
e lcnonHenwue perysTOPHBIX TpeOoBaHUH

3. TpebGoBaHus K cHCTEMeE

3.1. OO6mue TpedoBanus k Cucreme

Kpanmuuxanponuble (00s3aTeNbHbIE) TPEOOBAHMU:

Noe

...S)J...-[\)

Orpanwyenne paboTs! MOOMIIBHOIO IIPHIIOKCHUSA

[Ipyu HapyIIEHAH HOIUTUKA 6€30MacHOCTH (Toot) yTeM He3aKOHHOT'O JOCTyIa K CHCTEM-
HBEIM IIpaBaM yctpoiictBa (Android)

IIpu co3maHuy BO3MOXKHOCTH IITyOOKO NOCTYIIA K CHCTEME Iy TeM OTKIIFOUCHHs OrpaHHYe-
uuii 6esomacuocti OC i0S (jailbreak)

AHanu3 cocTosTHUS 0€30MacHOCTH yCTPOMCTBA

SafetyNet Attestation

Play Integrity API

Jailbreak detection

3amuTa KoJia IIPOrPaMMEI OT CIIEAYIOINUX AECHCTBHMI:

HecaHKIIMOHUPOBAaHHOTO JOCTyIIa

PepgaxtupoBanus .

O6parHoi HEKeHepuH (reverse engineering)

AmHanm3a ImyTeM IeKOMIIUIIAIAA

BrlgBieHMe U IPEIOTBPAIlEHHE BEITONHEHH:

BpenornocuHoro xona



5. Tlommep:xxa pabotsl Texuonorun RASP (Runtime Application Self-Protection) — 3ammura
6€30IaCHOCTH MIPUIIOKEHUH BO BPEMS BEITOTHEHHS
. VHTerpanuoHHBIE BO3MOXXHOCTH '
e AunTtHdpon
o SIEM

BapuarusHble TepOOBaHH:

1. Hanwuue B aHTHBHpYC-peINeHrH $YHKIIHOHAA JaMO0p/a/aIMHH-IaHENN YIIPaBICHHU I1a-
paMeTpamMu peIeHNs | TALEH3UAMU



4. TpeboBaHHS K NOCTABIIUKY pelIeHHS
4.1. TpeOGoBaHMA K IOCTABIMHKY

[IpHHIMTIHATEHBIX KBATH(UKAIIMOHHBIX TPEOOBAHUH HE 3a5BIIEHO

4.2. TpeboBanus K mpeIocTaBisseMoii NOCTABIMMKOM HHpOpMANH

B ciIydae 3aMHTEPECOBAHHOCTY B YJaCTHH B JaHHOM aKTHBHOCTH, IIPOCHM KOMITAaHUIO-TIPETEH-

JIEHTAa, B TOM YHCIIE, IPEIOCTaBATh OTBET Ha 3alIPOC B CIEIYIOIIEM COCTABE:!

1. O6mas uHdopMaIys, ¢ yKazaHHeM HaMMEHOBAaHMA, NAaThl OCHOBAHHUS, CTPaHBI-y4IpeIIH-

TEJIsA, OIBITA B HHIYCTPHH GHUHAHCOBBIX yCIyT

2. TlomHoe HaMMEHOBAHHME MPEIIATaeMbIX IIPOAYKTOB M HX BEPCHH, COCTaB ¥ CTOMMOCTH MOJTY-
Jel, IOKPLIBAIONIHH MOTHOCTHIO0 QYHKIMOHAIBHOCTE 3aI1poca,

3. MadopManus [ ONEHKH OrOUKeTa BIaJEeHHs IPOLYKTOM (KOMMEPIECKOE IPETIOKEHHE);

4, B sBHOM BHJE yKa3aTh, Kakde TpeOOBaHWS ITONICPIKUBAIOTCS Ipe/aracMoi cucTeMol 6e3
70paboTKH, a Kakie He PEealiH30BaHbl B TeKyIel Bepcur CHCTEMBI. [I[pHIIOKHUTE OLEHOYHYIO
CTOMMOCTb B CPOKH I0paboTOK, B paspese Kaxmoi HegocTaromel (yHKIMOHAIbHOCTH;

5. PexoMeHmOBaHHBIE TPeOOBAHMS K CEPBEPHBIM MOIIHOCTSIM, OTIENBHO yKa3aTh TPEOOBAaHUS K
muckaMm (ssd (6pIcTpEIe) Wi sas (0OBIYHEIE);

6. OTpa3suTh mapaMeTphl U JHUAIa30HbI OT YEr0 CIUTAETCS MacTabupOBaHHE;

7. TpeboBamus K CETH U Ap. “HOPACTPYKTYPE;

8. PexoMeHIOBaHHYIO cXeMy pa3BEPTEIBaHMSA; SLA IO CONPOBOXKIECHHIO, €CITH €CTh pPa3HbIe Ba-
puanTsl 8/5, 24/7 1 omHEcaTh OCHOBHBIE BUJIBI COTIPOBOXK/ICHHS;

9. OmnmucaswWe PHUCKOB, PEKOMEHIAINY U TIPEI0KEH) VIS JIyYIIero IIaHHPOBAHUS U pealn3a-
[IUY aKTUBHOCTH; '

10. O6wem pecypcoB AO «HammoHanpHbIM MEXOaHKOBCKUAH ITPOIIECCHHTOBEIN IIEHTPY», KOTOPBIC
HOTPEOYIOTCS TS TABHEUITIEr0 COIPOBOXKACHHS IIPOTYKTa,;

11. TIpenocTaBUTh Ipe3eHTAHOHHBIE MATEPHAIBI, PACKPBIBAIOIIHIE BO3MOKHOCTH CHCTEMBI,

12. CripaBKy O HATMYHU KaJPOBBIX PECYPCOB M KOMILIEKT PE3FOME IPOCKTHOH KOMAHIbI, KOTOPYIO
MTOCTABIIHAK T'OTOB MOOMIM30BaTh HA MPOEKT, C YKa3aHHEM CPOKOB pealld3allié MIPOEKTOB,
IOATBEPKIAIONIHX PEIEBAHTHBINA OIBIT, Ha3BaHMs [IPOEKTA U BBIIONHAEMBIX B paMKax IIPO-
eKTa (YHKIHH.

5. IlepedeHn ycJyr mo TexHudeckoii moaaep:xke I1O

1. Hammume SLA-I0roBop&HHOCTEH (HOCTYIIHOCTH CHCTEMEL HE MeHee 99.99%).
2. Obecmeduenne TEXHUIESCKOM OIEPKKH U OOHOBIICHUH Ha CPOK HE MEHEe 3 JIET.

6. CoBOKyNHasi CTOMMOCTD BJIaJl€HHA

Huxe TIPUBEACHBI o0s3aTeIbLHBIC IIYHKTBI KOMMEPYECKOT'0 IIPEMIIOKCHHA, Tpe6yeMLIe K IIpeao-
CTaBJICHHUIO B paMKaxX aHaJIu3a phIHKA:



Cratpsa

PacmmdpoBka (4T0 BKIIFOYAET)

JInnenzun

Heobxomumo:

- IPEIOCTABUTD PACIIH(POBKY CTOMMOCTH JIHIEH3HHU, HHPOP-
Maruro 06 uenonsdyemoit CYB]] v Texauueckue TpeboBaHUS
K HHGPACTPyKType

- YKa3aTh [TOJIUTHKY JIUIEH3UPOBAHUS (II0 IOTB30BATENAM, S
pam # T.1.)

- YKa3aTh TOPSIOK 0OHOBIECHHUS (IIPY HAJIMYHH)

Brenpenue

VKazarh MOPsIIOK BHEPEHHUS, KOTUIECTBO 3aTPAYMBAEMBIX
e/ md.

3.1

Texuuueckas moJ-
Jepxka 1 rox

Ormucarh yCIOBHUS U IOPSIOK

- BKIroueHo oonosienue [10;

- TIOPSIOK TIOCTAHOBKY Ha COIIPOBOXKICHUE 10 JopaboTKam,
JI03aKyTJICHHBIM MOJYJISIM H T.[I.

3.2

Texauueckad 110;I-
JepkKa Ha 3 roza

OmnucaTh yCIIOBHUS U IOPSAOK

- BKIIroueno ooronenue [10;

- IIOPSIIOK TTOCTAHOBKY Ha CONIPOBOXKEHHE IO TOpaboTKaM,
JI03aKyIUICHHBIM MOJYJISIM H T.JL.

3.3

Texauueckas mo-
JIepXKKa Ha 5 JeT

OnmcaTh yCI0BHUS U IIOPI0K

- Brirouero oounosienue [10;

- IIOPSAIOK TIOCTAHOBKY Ha COIIPOBOXKIEHHE II0 JOpaboTKaM,
JI03aKyTJICHHBIM MOZYJISIM H T.JI.




IIpunosxenune 1. TpeboBaHue perysitopa

GZBERISTON RESBUBLIKASE
ADLIVANVAZIRLIGIDA
DAVLAT ROTYXATIDAN O TRAZILI

ROYXAT RAQASL: 1ree
2006 eyl 2 < Yowvar

O‘ZBEKISTON RESPUBLIKASI MARKAZIY BANKI BOSHQARUVINING
QARORI

Kredit va to*lov tashkiletlari, to*lov tizimi operatorlari tomonidan jismoniy
shaxslarga masofadan moliyaviy xizmatlar ko‘rsatishda axborot xavisizligi
va kiberxavfsizlikni ta’minlash hamda frod holatlarining oldini olish

be‘yicha minimal talablar to‘g‘risidagi nizomni tasdiglash hagida

O‘zbekiston Respublikasining “O‘zbekiston Respublikasining Markaziy banki
to‘g‘risida"gi Qenuniga muvofig O‘zbekiston Respublikasi Markaziy banki boshqaruvi
garor giladi:

1. Kredit va to‘lov tashkilotlari, to‘lov tizimi operatorlari tomonidan jismoniy
shaxslarga masofadan moliyaviy xizmatlar ko‘rsatishda axborot xavfsizligi va
kiberxavfsizlikni ta’minlash hamda frod holatlarining oldini olish bo‘yicha minimal

talablar to‘g‘risidagi nizom ilovaga muvofiq tasdiglansin.

2. Mazkur garor O‘zbekiston Respublikasi Bosh prokuraturasi, Davlat xavisizlik

xizmati, Raqamli texnologiyalar vazirligi va Ichki ishlar vazirligi bilan kelishilgan.

3. Mazkur qaror rasmiy e’lon gilingan kundan e’tiboran uch oydan keyin kuchga
kiradi.

O'zbekiston Respublikast
Markaziy banki Raisi ISHMETOV TIMUR
23-Dekabr 2025-yil AMINDJANOVICH
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